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Types of Cybersecurity Attacks

Common Types of Cybersecurity Attacks
Phishing Attacks

SQL Injection Attacks (SQLi)

Cross-Site Scripting (XSS)
Man-in-the-Middle (MITM) Attacks
Malware Attacks

Denial-of-Service Attacks

Spear Phishing Attacks

Whaling Phishing Attacks
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Roger C. Schank and Robert P. Abelson. Scripts, Plans, Goals, and
Understanding. Lawrence Erlbaum Associates, Mahwah, NJ, 1977.

Robert Wilensky. Why John married Mary: Understanding stories
involving recurring goals. Cognitive Science, 2(3):235-266,1978.
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v' E. Charniak and R. P. Goldman. A Bayesian model of plan
recognition. Artificial Intelligence, 64(1):53{79, November 1993.
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v' M. Vilain. Getting serious about parsing plans: A grammatical
analysis of plan recognition. In Proceedings of National Conference
on Artificial Intelligence, 1990.
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Figure 1: A plan hierarchy
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v" Hung H. Bui, Svetha Venkatesh, and Geoff West. Policy recognition
in the Abstract Hidden Markov Model. Journal of Artificial
Intelligence Research, 17:451-499, 2002.
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B TVA model — [Jajodia et al., 2005] Center for Secure Information Systems,
George Mason University

— #low-level vulnerabilitiesZH 475 2| high-level attack goals
— ETZTAE, k. HEXFAR D XA RBEE &M AR
w5t
B MulVAL — [Ou et al., 2005] Princeton University
— Multihost, multistage Vulnerability Analysis
— ETOVALH#iRZEIE S |A Subset of Prolog]
— vulExists(webServer, 'CAN-2002-0392', httpd)
— vulProperty('"CAN-2002-0392', remoteExploit, privilegeEscalation)
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® Attack graphs — [Lippmann et al., 2002, 2005, 2009] MIT Lincoln Laboratory
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®  Bayesian network-based attack graphs — [Frigault and Wang, 2008] Concordia

University Case 3: To R.each the Go;fll State, both A and B must
first be exploited and then C

¥ NIST Interagency Report 7788 [Singhal and Ou, 2017] ° o '3
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Figure 7: Conditional Probability Tables



ke = = A

EERRAIEERENE s

National Key Laboratory of Science and Technology on Information System Engineer - \|/
ITHREMER

17 <BER (3=61)
B EEIOE ARSI T A, SRR R T

~ Poter ats and Risks |
- Unused Access
~Unused Access |
=

e® 2\ 8

%
4

9

Investing in User Behavior Analytics

|

© P, TR
@ WM EHE TN
) @ WHKIE. RARIETA

AR

N
i

c

&

B

A

===tk

"71
ﬂ

A

L)
L

“““““ # SMC 2018 — Cyber Security Inference Based on a Two-level Bayesian Network Framework



ke = = A

EERRAIEERENE s

National Key Laboratory of Science and Technology on Information System Engineer - \|/
ITHREMER

fT/SSBUERT (H)
B [OfEA: B U WebINT T /02880 R
B TEFL BTNy (HRE) =8

m =l XSS
<A HREF="h
[ http://6 6.000146.0X7.147/">XSS</A>

<BODY
BACKGROUND={javascript:alert(‘XSS’)’t>

e BAMER

SRC=["http://3w.org/xss.js|></SCRIPT>

e e SR

H e IE s img, iframe,
BUURL 46—k href, onload,

onerrore=*--*




EERAIRESTRE L
National Key Laboratory of Science and Technology on Information System Engineer -
B — 1T A EERT

1T iR
AR B AR,
SR SR BT ST PR AT
> BN RSN, (R
GRS
> i WETR A, A
HIIREENNE, DURAER I

R BEEEMEL R FE X
> AIXEEE ST A



Vi — ]
{I=I %?ﬁl*ﬁinn*g‘-‘lé
National Key Laboratory of Science and Technology on Information System Engineer VAl == Q ?& I&I
1T A EERT

T/ AR
B AEFMER: ETERESNNESNEURsER L

e AR FEFE K Trace Clustering [Staniford et al. 2002, Valdes et al. 2001]
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vILP method [Bartlett et al., 2017]
v'Distributed PSO [Sahin et al., 2007]
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Adversary

1.Analyze system

Overview of Machine Learning
Tasks, Data, Stages
Security Definitions and Goals
Attack Surface, Adversarial Capabilities and Goals
Training-time Attacks Test-time (inference) Attacks
against Integrity and Privacy against Integrity and Privacy

Defending ML
Towards Robust, Private, and Accountable ML

Designer
4.Develop countermeasure
(e-g-, add features, retraining)

2. Devise attack 3. Analyze attack

1.Model adversary

4.Develop countermeasure
(if the attack has a relevant impact)

2.Simulate attack 3.Evaluate attack’s impact
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