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Abstract : In recent years, machine learning is widelyused to detect cross-site scripting attacks (XSS attack)in cyber security. Howev-
er,due to the large number of detection features and limited labeledsamples, trainingan effective machine learning classifier is alway-
schallenging. Bayesian networks can achieve good performance even trainedwithsmall trainingsamples. The recently proposed NO
TEARS structure learning algorithm uses smooth constrained optimization method to train Bayesian networksand achieves good per-
formance. Therefore,in this paper,NO TEARS algorithm is used to train the Bayesian network todetect theXSSattack. This paper uses
real XSSpayloaddata intheexperiments, and comparesNOTEARSwith traditional BNstructure learning methods and other classification
algorithms. The experimental results show that the new structure learning algorithm used in this paper can significantly improve the
classification accuracy. Thus, it is an effective way todetect XSS attack.
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Table 1 Features of XSS attack
2 OBEET 3 BESK 5 REAR
1 WAKE 11 href 21 iframe
2 alert 12 javascript 22 onclick
3 script 13 window 23 HI|EBHE
4 onerror 14 fromcharcode 24 B E¥HE
5  confirm 15 document 25 EAFESHE
6 img 16 onmouseover 26 ARIFEZHE
7  onload 17  cookie 27 RERHE
8 eval 18  domain 28 EEHE
9  prompt 19 onfocus 29 IEHE
10

sre 20  expression 30 http.// ,https.// file.//
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Table 3 Accuracy of different BN structure learning algorithms

FEA B NO TEARS Tabu Search  Greedy Hill Climbing
55% 98.35% 96.91% 97.38%
60% 98.45% 97.38% 97.42%
65% 98.53% 97.45% 97.55%
70% 98.56 % 97.57% 97.63%
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B L M R 28 28 B G B AR, FOE R R TR B T — MR
S IEE

R4 ARDRBEE TR LR
Table 4 Accuracy of different classifier algorithms
HEA¥ NO TEARS NB LR DT RF

55% 98.35% 97.27%  70.12% 95.88% 96.42%
60% 98.45% 97.32%  72.04% 95.91% 97.85%
65% 98.53% 97.36% 72.09% 97.58% 98.08%
70% 98.56% 97.45% 72.27% 97.96% 98.22%
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